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1. Overall Description:
SA3 would like to request RAN2's attention to the fact that in multiple dual connectivity scenarios involving same or different technology such as in LTE-DC or EN-DC, only one counter (called SCG Counter) is defined in TS 33.401. This avoids key re-use and simplify implementations.
However, the TS 36.331 defines different counters (called scg-Counter in LTE-DC and sk-Counter in EN-DC). SA3 would like to point out that these different counters lead to key re-use. Such key re-use is unacceptable from security point of view.

SA3 is aware that deprecating the sk-Counter could be impractical. If so, regardless of which counter is used, RAN2 and RAN3 are kindly requested to ensure that one counter value is being referenced and used. 
SA3 would like to further suggest that only one counter is used for MR-DC, gNB-gNB DC, and any new type of DC in the future.

2. Actions:

To RAN2 and RAN3: 
ACTION: 
SA3 requests RAN2 and RAN3 to take the above information into account and kindly asks to ensure that TS 36.331 uses a single counter value to avoid key re-use. 
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